Amazon Web Services Course Syllabus

SECTION 1: Linux Fundamentals

SECTION 2: Installation and Initialization

e Installation, Package Selection
e AnatomyofaKick start File, Commandline

e Introductionto Bash Shell
e System/nitialization, Starting the Boot Process: GRUB.

SECTION 3: Boot and Package Management

e Configuringservicestorunat boot,

e Securingsingle-usermode (sulogin),

e Shuttingdownandrebootingthe system,

e RPM Package Manager, Installingand Removing Software, UpdatingaKernel RPM,
e Yum Command set, Install packages by usingyum.

e Apt-getcommand set, Apt-cache package management

SECTION 4: User Administration

e Understandingdifferenttypes of groups and the creation of groups
e Creationofusersindifferentgroups

e Understanding Passwd, Shadow Files

e Understanding passwd aging

e Creation of quotasfor users, groups and file systems

e Understandinguserssecurity files

e Thedifferentcommandsfor Monitoring the users

e TROUBLESHOOTING

e Automation of jobs—Cron, at

SECTION 5: Run levels

e Understandingthe different types of run-levels

e Understandingdifferenttypes of shutdown commands
e Understandingrun control scripts

e Understandingthe differenttypes

SECTION 6: Overview of the Service Protocols

e FTP

e DHCP
e DNS

e Apache
e Samba
e LVM

SECTION 7: AWS Sysops Administrator Certification

e CloudComputing
e Introductionto Cloud Computing
e  Why Cloud Computing?



e Benefits of Cloud Computing
e Typesof Cloud Computing
e PublicCloud

e Private Cloud

e HybridCloud

e Community Cloud

e Softwareasa Service

e Platformasa Service

e Horizontal vsvertical scaling
e Cloud Computinglssues

e Security

e Costing Model

SECTION 8: What is virtualization

e Virtualization and cloud computing
e Typesofvirtualization

e Virtualizationterminologies

e Hypervisor

e Benefits

e Vendors

SECTION 9: AWS Platform

e Introductionto AWS Elastic computing
e Introductiontothe AWS products

e RegionsandAvailability Zones

e Signingupfor AWS

e AWS Free usagetier

e Introduction AWS managementconsole

SECTION 10: EC2 Instances

e Understanding AMI

e Launchingyourfirst AWS instance
e On-demand Instance pricing

e ReservedInstance pricing

e Spotinstance pricing

e Settingupsecurity

e Securitygroups

e Choosing & Creatinga new AMI

e PublicandPrivate IP’s

e Deployinganew instance fromthe created AMI
e KeyPairs

e ElasticlP’s

e ELB(ElasticLoad Balancer)

SECTION 11: Load Balancing

e IntroductiontoScaling
e Componentsandtypesofload balancing



SECTION 12: Autoscaling

e Get Started with Auto Scaling Using the Console

e Maintaina Fixed Numberof Running EC2 Instances
e DynamicScaling

e Thelifecycle of autoscaling

e Policiesof autoscaling

SECTION 13: EBS (Elastic Block Storage)

e Create EBS volumes

e Delete EBSVolumes

e Attach and detach EBS volumes

e Mountingand unmounting EBS volume

e Creatinganddeleting snapshots

e Creatingvolumes fromsnapshots S3(Simple Storage Service)

SECTION 14: Storage in Cloud

e S3durabilityand redundancy
e S3Buckets

e S3 Uploading Downloading

e S3Permissions

e S30ObjectVersioning

e S3Lifecycle Policies

e Storage Gateway

e ImportExport

e S3TransferAcceleration

e Glacierstorage

SECTION 15: Cloud Front

e Use of cloudfront

e Creatinga cloudfrontdistribution

e Hostinga website of cloud front distribution
e Implementingrestrictions

e Configuringorigins and behaviors

SECTION 16: Route53

e Creatingzones
e Hostinga website

e Understandingrouting policies
e Weightedsimple and failover policies

SECTION 17: Identity Access Management (IAM)

e CreatingUsersand Groups
e Applyingpolicies

e Password Policy

e Roles

SECTION 18: AWS Security Management



e Security Practices for Cloud Deployment
e AWS Responsibilities and Securities

e CloudTrail

e Trust advisor

SECTION 19: Amazon Virtual Private Cloud (VPC)

e Introductionto Amazon Virtual Private Cloud (VPC)

e VPCAdvantages

e Defaultand Non-defaultVPC

e Componentsof VPC

e DirectConnect

e Describe, create, and manage Amazon Virtual Private Cloud
e AmazonVPC, Private Subnetand PublicSubnet

e AWS Networking, Security Groups and Network ACLs

e Configurationand management of VPN connectivity

e SubnetandSubnet Mask

SECTION 20: Relational Database Service (RDS)

e IntroductiontoRDS

o Differentdatabase services of AWS: Amazon RDS, Dynamo DB, Redshift etc.
e Configuringthe database

e Configuringbackups

e Configuringthe maintenance windows

e Connectingtothe database

SECTION 21: Dynamo DB

e CreatingadynamodB
e Configuringalarms
e Addingdatamanually

SECTION 22: Management Tools

e Cloudwatchdashboard

e Configuring Monitoring services

e Settingthresholds

e Configuringactions

e Creatinga cloud watch alarm

e Gettingstatisticsforec2 instances

e Monitoringother AWS services

e Configuring Notifications

e Integratingcloud watch with Autoscaling
e CloudTrail

SECTION 24: Application Services

e WhatisSNS
e Creatingatopic
e Create subscription



e Subscribedtothe subscription
e SQS
e SES

SECTION 25: AWS Troubleshooting

e Troubleshooting EC2instance

e Troubleshooting using Cloud watch
e Troubleshooting using ELB

e Troubleshooting by using Cloud trail
e Troubleshooting by using Cloud front

SECTION 26: AWS Architecture and Design

e Backup and Disaster Recovery

e How to manage Disaster Recovery and Backups
e BestPractice for DR and Backups

e AWS High availability Design

SECTION 27: Troubleshooting and Price Calculator

e AWS Best Practices (Cost +Security)
e AWS Calculator & Consolidated Billing



